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NCMOf| A K| Imtey B Z=7}

Ch= Ml 7HA & 8 & StLES AFEoH0] NeMO|| A S X|7F I = 4=
UAELLt.
S M, =3 371 0 7MY 27,

AHK| EHAY.

HERIZ X[ Ip 25 Mot ZX[E HME = AS L E
E xl._ Input Credentials Schedule
1.8 502 0| ® O o
EEII-A_II-I II_:=| O'” A-I, Discovery - Input
IP =29 Ip HP|E F7I5HH
AHK| 7} 274 LIC
IoH:ll %FA_F! %OIJ-’ CSV I OEI %I'_L_I‘;E S 192.168.50.131
(7|-X:| 27|)E él-xlg ZIS7|_§ _)IK_ &)Jlkﬁl—l E‘l- CSV File Import Netmask
255.255.255.0 b
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2t K| =71 8l X4 = B(Credential) &

=

HED| 0N XS Aot =710t H

o = .
Add Credential X Add Credential (SNMPv1/v2) X
Name
SNMP 142 SNMP 3 Telnet/SSH et
Community for SNMP v1 Username and Password Urznee iR .
. e : for monitoring Linux and Description
and vZc devices for monitoring v3 devices ‘
Solaris servers credo]
‘Windows/WMI VMware Citrix
Username and Password Username and Password Username and Password ) )
for monitoring Windows for monitoring VMware for monitoring Read Community  Write Community
devices devices XenServers
SNMP Read Retype Password
ceseee public
ucs Storage
Username and Password Canr I e
for monitering UCS and T‘%W“rf for
devices cr;'\;ri\;:;rmg SRR SNMP Port SNMP Time Out SNMP Retries
161 5 [

Credentials Schedule

Discovery - Credentials

) Name Type Description Q

O public SNMP v1/v2 Default public’ read community.

L Simulator SNMP viA2 vin2
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Add Device

o
Hostname / IP Address §ﬁ Dozl/IP ¥i% -”_g_-cl)_|-A|ﬁIA|2-
192.168.50.131|

Vendor

3Com

Device Template Name

3Com 4200G Series Switch

Series

Model
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Add Device X

Choose Action: Add Device @  Import Devices from 2 Text File

File Location

Note:

[To import dewices from a text file, ensure that the entries in the file are in the following format: (column
ames should be in the same order 35 shown in the format below with each name separated by 3 comma)
Enter eachentryin a new line.

rrrrrr
Hostname/ IP Address> <Devics Template Names <Series>,<Model >
Example

atalyst2900.Cisco [0S Switch,2900,2924

[192.168.111.11,Cisco 105 Router,800,805

1192.168.111.22 Force10 E-Series Switch,E600 7
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Apply Credentials X
Options
® Primary Additional

Telnet cisco2811

New Profile

Welcome to our company Use Credential Profile —Select-— .

Username: admin Login Name

ncm

Password: » » s % % Password

cisco28ll #

Prompt

Enable UserName

, _ . 79
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— e —
Network Conﬁguration Managel’ (:} License will expirein 20days () GetQuote ) Purchase (i) Request Demo .0. Q ‘_ -Q
Inventory = Device (1) Groups (4) Configs (0) . QY gq +
@ Last 7 days Host Name Device Type  Series Model Last Config Compliance Baseline B
=% Operation Conflict Status Conflict
I t Status
DVERLOn, Not Backedup
E::‘l F L 192.168.50....  Cisco Router 2800 2801 None NA [NA] NA
=]
Type Credent... Vendor
Cisco 10S Router 1
|
) = Page |1 of 1 5 v View 1-10of1 9

A
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- H4 MEIERY A BH Mol S2j02 =3 M 87
- B2 Gl A RSO R WY T
S RHE 0] 7| TRt Fhed H T Zh2|Qf OREIREAIS
WHOI2 37}X| W o 2 L3 4 QIALICH
s 25 HHO]
T o —1d
ol

HE 8o WY dEl= 25 WY =0 HHo|EELIC

192.168.50.130 =
Backup Success
Backup Failed

IPAddress 192.168.50.130 Device Name 192.168.50.130
Credential Status T ssH Device Template Name HP Procurve Switch
Backup Status (v] Syslog Change Detection (v]
Baseline-Running Conflict €3 Conflictdetected Startup-Running Conflict @ Insync
Running Config Current Version (20), Baseline V... Startup Config Current Version ( 15), Baseline V...
Policy Compliance (V) Last Operation & Backup
Type HPSwitch Series & Model [NA] &[NA]
OS Typ Version [INAJ&INA] System Description Not Available 11
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v" Backup Success

e

Cisea oS Aot

Gisco Module Access Rowter
B4

| el
<

Type Credent... Vendor J
Cisco |OS Router 50 nom
Cisco Modular Access Router 5 ]
| '
Juniper SRX 1
1
HP Procurve Switch 1
1 Recent 10 Backups

Host Name
192.168.50.140
192.168.50.131
192.168.50.140
27.1.1.45
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Configs 1101 Changes (5155) Dratts {33
1P adtress el
1218476 rues0

201
Ciacakau 2

111 o 12

112 ko 21
7i113 Cicak 612
71115 w12

1115 CicaRout 512

1 aRoner 261
7a118 S—— 12

119 412

12 812

11 ChcaRout 12

121 — 51
7117 Cacakout 12
7112 Cicakon 12

12 12

1125 261

126 scaRnter o1

Operation Status
SUCCESS
SUCCESS
SUCCESS

SUCCESS

i

Last Operation satus

© B

o

]

e 0 0 00

-3 0 0 0 0 0 0 0 0O

Bacup.

By

e

-

Pyl LRI

Contig Confiict

omen m Q) AI

© e L]

e e = Q5= | HH Of A3l
5 = i
= Fiesiey
y e
: =
=
: Of QI OFCH Q) AE|S
..
% HS/EIHE HA|
¥ e
o c @ insec
- :f::f; 4 EQI3 EHX| 2t 9&
& s 2iot= 0] 2ol
e ™ o
9 (7
Captured On

Mar 27 2019 14:41:43 PM
Mar 27 2019 14:38:32 PM
Mar 27 2019 14:18:28 PM

Mar 27 2019 13:02:01 PM
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AL HHO . Syslog 7|4t XI5 WAL X7} FA]
HHE MeEsin f502 TS5 WEeHa,
ul 01 S|} 28U El oMo L3t syslog 22 O|
e D, MAO| XAt 2 A ELICE,
NCM

Enable Change Detection NCM

Apply Credentials Enable Change Detection

Backup Apply Credentials

Sync Configuration Backup

Upload Config Sync Configuration

Add Draft Upload Config

Edit device details Add Draft

. Edit device details
Label Configuration

Label Configuration

Update IP Address

Update IP Address
Run Compliance Check

Run Compliance Check
Stop Operation

Stop Operation
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Backup summary

® s ss @ Fail
l 1
i l L
Sonrir [ L.
s l il
Py ! .
i 1
Toatry l l=sy
mmmmm m— Config details
:j’ Backup Status

000000000 O0CO0O0DOCODO0
Fy
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Policy Compliance
EOL Status
Running Config
Running Baseline
Startup Config

Startup Baseline

2

(e}
@ Success
o Compliant
24-JUL-2006
1
1
1
1

HA A0 CHSH syslog SX| S
=4l
—
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« NCM:2 Ozl BH A2 NSStHH, O 7| A

U5 L EF

o A|ZiEH 2lH ==H{ Sl gfof Ui Y Tt

1 0|H Y SXS E-LCH

=, I =2,

-1 1
« A[ZE AL X522 SRS Al

Add Schedule Add Schedule
Send Email Notification
® Select Specific Device Select Device Group AT s
(Use , for multiple address)
Available Devices Selected Devices
* Note :This report may contain personal identification data. Configured recipients will be receiving this report at the
Search Search scheduled time. Please take extreme care while configuring the recipients.
192.168.49.6
192.168.49.7 Hourly Starts From
192.168.49.101 06-14-2018
192.168.50.130 Daily
192.168.50.131 Execute At
Weekly
192.168.50.140 19 ¥ Hours 03 T Minutes
Monthly
Once
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Baseline 1+

N
MHA
Rl
rlo
ikl
Ofo
il
Ho
rin
-

d HE S 21 HEHO|H,

1. 07X B2 HEXHI SE AL D 7= 8= A8 &= AS UL
2. Z|¢l g4 Bl Woty HE Ard S =Qlot, 7[& - duf CHE g2
Aol d= = elot= O A" = AL
Diff with base-version
Device Name 192.168.50.131
Cortainton | Vadont 0 1 0
Last Modified Jun 12,2018 09:24 PM
Owner hema@zoho.com Added Modified Deleted
Annotation hematesting2
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=2A|HE AR
REAL TIME CHANGE DETECTION(RTCD)
H EHS &A|S] 742 B 5IH RTCDO|2|5ff oS &[] A= HH €10

SpIS -

« SFI7MHEM=X| SXE LS

o HHZAZ A|ZHAF SR IS

e HAANZO| XEE T SA| A9 iAUSIH O™ H BH

All Config Changes

Captured On Host Nam IP Address Changed By Config Type i::]
Jul 04,2018 18:00 PM 192.168.50.140 192.168.50.140 mikel 'F Startup

Jul 04,2018 18:00PM 192.168.50.140 192.168.50.140 mikel 'F Runnin; 4

Jul04,2018 17:36 PM 192.168.50.140 192.168.50.140 mikel '! Runnin; g

Jul 04,2018 17:25PM 192.168.50.131 192.168.50.131 melab 'F Runnin; g

Jul 04,2018 17:22PM 192.168.50.131 192.168.50.131 melab 'F Startup

Jul 04,2018 17:22 PM 192.168.50.131 192.168.50.131 melab '! Runnin; g

Jul 04,2018 17:01 PM 192.168.50.140 192.168.50.140 Not Available " Startup

Jul 04,2018 17:01PM 192.168.50.140 192.168.50.140 Not Available 'F Runnin; 4

Jul 04,2018 16:09 PM 192.168.50.131 192.168.50.131 nfa 'F Runnin; g
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__I.I. 7=I XI—I
Configuration Change Tracking

Network Configuration Manager

Dashboard Inventory Compliance Change Management Alarms s s Support

(\ Running
~ Mar 25,2019 13:01 PM

Device Name: 192.168.50,140 10
Config Type Running
Config Version 4230 ‘
Captured On Mar 25,2019 13:01 PM 8
Associated Label Mo labels associated with this version .
Annotation New configuration obtained from device after
scheduled backup execution 2
Change Type Unauthorized i .

Count

:FLAC-)I I:Iﬂjodgl ||_|?|_9\-|||’ ||_|I—_:I1||

al "O'iX'”" = KX
xX L= = T —1
ChangedBy  nfa 2 B u ¥ 8 w M
BackedupBy  admin 8 g8 8 8 8 8 &
g g 2 g g g 2 W -
: g : H : : : ZHE XNE5l0 EX
= = T10 = O
® Authorized @ Unauthorized =1
ZK|O|A BHADSHLHE 27
o L O L— o
7 |_ —
o
Config Changes Lol
Captured On Host Name Version  Changed by Change Type Q Startup Running Conflict Diff = Xl- o x
2 X7t L2 & 7| Hof
:':25‘2019 1301 19216850140 4230 nfa I Unauthorized o L o o
32 286 1 K| G=HA A2t S 22
Mar 25,2019 11:01 — ISsL- L O o= 1=
vl 192.168:50.140 4229 ajay 1§ Unauthorized
Added Madified Deleted
:";’25‘2'“90?:01 192.168.50.140 4228 . I Unauthorized
Diff with Baseline
'::25‘201907:01 192.168.50.140 4227 iy T Unauthorized -
Mar25, 20190501 195 16850140 4226 ajay T Unauthorized ; 156 K 80
AM
:':'25‘201%3:01 192.168.50.140 4225 ajay I Unauthorized s Added Modified Deleted

20
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L|C}.

« NCME A2 X} 7} E:LC>I/§:Lor+oF [y ===t
« HE A S FH5I rﬂwrézor ot 2, SA| S =L L}
« HAS SIXf T H| WSt HE Arg0] e 0| FAE0 HE AFO
A2 ™ HI QY L E O E1IOIE1H1IOI*01| M E L Lt
= AFEXHZF EX| 0| A =W5t= 2= 20| CHSH Syslog M A K| 7F s=41 & L|C}.
o q P
19216850131 a5 w D N . ><

Enable Change Detection

192.168.50.131 Configuration Changed by NCM User: admin,ncm at Jun 14,2018 13:21 PM

Unknown | UnAcknowledge | Critical

in2018
Detecting Config Changes through Syslog ® Enable Disable
Events
lessage Date / Time
16850, Syslog Server IP(s) 172.21157.175
1321

-

Vendor Name Cisco

nfiguration Changed by NCM User: adminncm at Jun 0 PMIST
192.168.50.131 Configuration Changed by ncm at Jun 13, 2018 16:36 P! 13 Jun 2018 04:36:35 PMIST
192.168.50.131 Configuration Changed by NCM User: hema@zoho.com at
ical un 2018 09:27. PMIST
Jun 12,2018 21:27 PM = 12 un2018 a1 &
192.168.50.131 Configuration Changed by ncm at Jun 11, 2018 16:09 PM .
Logging Level notifications
192.168.50.131 Configuration Changed by ncm at Jun 11, 2018 16:09 PM

’\
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Netwerk Configuration Manager

Chango Managemant suoport
Config Diff View
s LS Startup.
Seiect Device
L ————
19215850140
0 dene 720185204
Ruving @ StarUp Dot a
@
Select Canfig =
Varslon 117 a
S
Changed iy -
Not Avallable 7wt Ao 7234155350 9998
Backedup Time s,
Mar 15,2019 1101 AM s
o
-
o -
Select Bevice A
19216850140 . =

57 schecde SARIRS oreves ar e 073412 A 25 2ot 80
IO bl 57316 e sttt 4445 g 12 gt 41
332 o sehetle S2AIAG s tar i 073210 M 25 dgst 80
5 s schetde 0RO et tima 124907 Mg 16

08 e 505 v s i 0470 i 18 e 40

976 s e RLQ eoneve s e 213931 M 16
Changed By Ol sehchde §313 e s o 70305 Ay
175 e 3.8 o st 73056 A 19
1 s ek 9320 e st e 17150 A 19 gt 40
G141l sehchle 108 elorever s tine 53145 A 20
Mar 25,20191301 PM. A5 sl schecle 128 forevrstartine 202531 8

4055l schcle 5529 oneesar e 10353 il

na an

Backedup Time

5T s sehehle SIS e orevssart e ALl gt )

1T s schchle P38 e ot e 22330

R A PR e s e 22283 15 gt 60

241 o s P14 e foreer st tme 222034 113

Tl sl 5142 e it e D013 18 pst 62

3 s s A e o s D0 Ml L

B T ——

G0 s LS e orevr s D330 17 gt 40
72 s ek 7154 e forear sttt 950 11

3 i scde 5155 orevr s e 02583 1 18 gt 63

Config Diff View

V Added-t1) BB Modhed-28) ¥ Deieted-i (I
RHS - Rumnivg
o ——

eatiaton 1722438831

ausctans
et

oo destination 1221114150 794
st

ompecha 19714830131 sarcep 192 16805102
-

0

e xpagee

o

)

il 102 Wt st 0

ot 548 ety S e 073607 A5 s )
[ E T —)
sl 428 sy e 7. 3205 1425 st
o shsehect 307 e ormar st 124794 Mg 16
ot 9105 e s st TASS A1 et 0
ostasahec 911018 orsver st e ZLATO Mg 10
oslrehe 913 e o st i 13700 g 37
[
e 91301 o ores st 175145 g gt 0
ol 9124 e o st 153148 g 20
oslschedoie 91701 formersatne 2508 18
oslschichi 9139 e forevr st e 205831 15
oslschedle 91331Feforever st 214055 1 3 meont )
sl 9136 oo sttt 5 A9
st 9138 s s 22626 0 15 880 80
oslsehee 9141 e oreer sttt 225311 15

el 914218 e i A 150 14 b 82
ot 9143 e T SO M 16
eslteh 9149 e e st s T3 b 16 syt 80
oslsaic 915110 foreer s e SLLE A 17 20 60
eslsehucin 91541 formr s time 2545 1 16
ot 9155 e s i 0255:2 o 28 e 40

Startup Running Conflict Diff

LHS
Select Device

192.168.50.140 v

32

Running @ StartUp Draft Added
Select Config
Version 117 ~
Changed By
Not Available 156

Backedup Time
Added
Mar 15,2019 11:01 AM

View Annotation

Y —

200 Countries & G

286 il

Modified Deleted

Diff with Baseline

1K 80

Modified Deleted

-_r“éi E‘%‘s Lizts]

xJbEl Bfole =Moo R AR|E
2lole wtMo R Al
H
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— 1T O
Of2f O|Of x|
ARLc

rir
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ot
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o 0
-
0x
it}
>
Jal

LHS - Running

1088 ip slaschedule 522 life forever start-time 05:47:50 May 9 ageout 60
1098 ip slaschedule 524 life forever start-time 05:43:50 May 9

1290 ip slaschedule 556 life forever start-time 12:32:50 Jun 6 ageout 60
1571 logging trap notifications

1735 linevty 04

1740

v Added-(1) ¥ Modified - (4)

v Deleted - (1) m All Lines X

RHS - Startup

ipslaschedule 522 life forever start-time 05:47:51 May 9 ageout 60
ip slaschedule 524 life forever start-time 05:43:51 May 9
ip slaschedule 556 life forever start-time 12:32:51 Jun 6 ageout 60

linevty 0 1
line con 196 198
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A 7 AN A KO
(ROLE-BASED ACCESS CONTROL: RBAC)

NCMZ GO|E &= HX[3I7] {8 M 7FX] R 2| ALEXL0| Lot #ot= A5 g LTt
«  Amin #2|X}: 2 E FX|0f] UM ASID HASH= AHot(18)
«  H|gtEl Admin 22| XK AFEX}): Heto| 2O El E7H EX|of AN ASEAHLE
HZASI 7L CHE &KX E F7 E&= AN + A= AL
2 FXl(Operator): #t0| X|otE|[0] Ao N7 AFEX
HotS 2olof A& HEESIHAHL HAY = ASLIC
g xotHEY U YEE: Z2 X7t ALEXIS| HE S SQlotH
AHE|H, AdminZ2|Xj= Y H2E g = ASL L

d

3

M

15

Edit as Draft
Recent Changes

Captured Host IP Address Ver Changed Confi Change Q
On Name sio by g Type

C(.) nfent n Type

PJun 13,2018 192.168.50.1 192.168.50.1 . .
12 Not Available Startup Unauthorize s

21:01 PM 30 30 :
bun 13,2018 192168501 192168501 . Runnin ¥ )
21-:01 PM 30 30 (o] wallable g nauthorize #

d

Pun 12,2018 192.168.50.1 192.168.50.1
Cancel 13:01 PM 30 30

11 Not Available Startup Unauthorize &
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S— Cancel Upload

Role-Based Access Control (RBAC) 2™

Configure User Details Approve Request

| RBAC= AtE5t0 e S
Pravrdmh:uscrraL\jc.s?rrc?:wtt?e:lwsandccmaadctai\s Configure ucrmiuedji:‘z:s for a user to access. Selected Devices 1921683040 XC-)l 9_' -CI)-l' O:I I:” E—?— 5_ xol- xl 0'"

Role 2 EH-Q- Al--g-xl- c>_|.|IA-"ﬁ§

Operator o X-" -ﬂ--cl)-l-—T'— X-" O-I

User Type
Local Authentication v Configuration Used show version iyl o
User Name* Phone Number Mobile Number OI_I- _I_'_g; x |- ( O p_l_e rato r) 7 |-
THES D SX| 4
Password * Configure password policy  Re-type Password *
° O ontoe Script Execution Mode XHK|of| Q2 ESH| Fo
Email 1d* ?  TimeZone o _Ifl = — b
Asia/Calcutta - Trigger Configuration Backup Disabled E 7o:| Al. (a)l- E 7E-I E

(before and after template execution)

® Now Schedule

Approval / Rejection Comments L‘-” E -?_-I 3— 8; Al--éél- 01'
(e HAE S =0l

7 H
Upload Config o= O L / -I_I_

. - =
§ e © o 4 £ 20| st 2
You do not have upload permission. Click 'Upload’ to A'l 2 (=) _._I. = C
place your request to the administrator. 7 |- A | o= %II- E o —_IL |_|-
HS TS '
While uploading Startup configuration, please make sure to upload full configuration content. E o= X-I | o|_|-
25

A
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Add Notification

Actions
O

Notification Name

Backup

Config Type

Startup or Running configuration is chan...

+  Email

Notify Email to

test@ncm.com

(Use , for multiple address)

Subject
Test

Message

Email Format

Html

-

Description

Backup

Change Type

Authorized or Unauthorized change

select variables

$RULENAME

select variables

$RULENAME

~  Append Configuration Difference in Message

There's No Stopping | JE =
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Add Notification

Actions.

+  SNMP Trap

Hostname/ IP Address
1111

Destination Port

162

Community

public

+ Syslog

Hostname/ P Address

Destination Port

«  Ticket

Send Trouble Ticket to

Ticket Subject

Ticket Message

select variables

$RULENAME

select variables

$RULENAME

HERI A0 = A2
HE LEHE gt

O|H| Y, sSNnmP E &, syslog
A X cgélgg el =4,

>+ ot
1o &

411

oX 0¥
=0
rot

021 0
ox mN
r rlo
>
oot
Jir
o
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Configlets2f
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741 7

ZAL| 2l (Configlet)= oF H 0| Of 2 ZX[0|A] Mgt

II--I
S

. 9“i|13|(Conf|gIet
B =

|_O1| QIFEol-I_ o =

Hoj o2 KXo LEHS| FHHS A

. B
o LA

—

I

i
X}

e

=]

Settings

Admin

Configuration

Basic Settings
Server Settings
Device Templates
Credential Profile
Configlets

Schedule

Change Notifications
Upload Requests
PCI1.17

Exclude Criteria
Device Management

Terminal

Basic Settings  Discovery

Configlets

Execution
All Configlets History

Avayaswitch_FlowExport
BrocadeSwitch_FlowExport

Catalyst_2900_Backup_Image

Catalyst 2900 Delete Flash File

Catalyst_2900_Upload_Image

Catalyst_4500_FlowExport

Flow Expart commands for
AvayaSwitch

Flow Export commands for
BrocadeSwitch

Backup 105 image from Catalyst
2900

Catalyst2900 - Delete file in flash
Upload 105 image to Catalyst 2900

Flow Export command for Catalyst
4500 Series Model
4503,4506,4503_E,4507R,4510R

Seript Execution Mode

Script Execution Mode

Advanced Script Execution Mode

Advanced Script Execution Mode

Advanced Seript Execution Mode

Script Execution Mode

There's No Stopping /J =

IT Software In

Admin

Configuration

Basic Settings
Server Settings
Device Templates
Credential Profile
Configlets

Schedule

Change Notifications
Upload Requests
PCI1.1.7

Exclude Criteria
Device Management

Terminal

Basic Settings  Discovery

Configlets

Exeq

All Configlets Hid

Catalyst_4500_FlowExport

Catalyst_6500_CatOS

Catalyst_6500_FlowExport

Cisco3750_3560_FlowExport]

Cisco_3850_FlowExport
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Configlets S = H& =3

& AlsH Xt 2 X = 51st 0
Modify Configlet Modify Configlet 338 =28 ME= Ars2rord
. |
II-OH 2 35 H 0" OH 24
Name Name o = s =
Alaxala_Enable_Change_detection Upload startup config
Execution Mode Execution Mode
Script Execution Mode - File Transfer Mode v
Description Description El— cél Xl_-l % E E Al-.g. -I-|- 01
Forward syslog messages to syslog server, applicable for Alaxala 5400 devices Upload startup config
T+4=2 o2 HESYA EX| Y
o=
Configlet Content Configlet Content EH EI: % E |
logger syslog %Syslog_IP% %Facility%.%Level% %Event_Level% <?xml version="1.0" encoding="UTF-8" standalone="no"?> &
<Configlets>
<Configlet>
<TEMPLATE_ID>301</TEMPLATE_ID>
<TEMPLATE_NAME>Startup_Config_Upload</TEMPLATE_NAME >
<TEMPLATE_TYPE>TFTP_FILE_TRANSFER_MODE</TEMPLATE_TYPE> == I—' " P EI
<OWNER_NAME>admin</OWNER_NAME> = A E=
<LAST_MODIFIED_TIME>2018-06-26 11:30:55.679</LAST_MODIFIED_TIME> 2 T="T O Ol‘__lL —5- H—
<DESCRIPTION>Standard configuration for all Cisco Devices</DESCRIPTION> - .
<TEMPLATE_CONTENTS> IAEI ?DH E C % Al"g' Ol‘ 01 7 | %
!
. : o ] H2d 2 AlS
;;::ito?olngguratmnchangeat 11:21:58 UTC Fri Jun 8 2018 by melab ?‘ O Oo= =@ o
Configuration Backup Configuration Backup
¥ Perform configuration backup before and after template execution | Perform configuration backup before and after template execution __II_:LI=l A 5_ E’ = AEI -6OH E — 0-" A—I
—e —— e e~
2%} =0 | ol Q5 EXHS
ancel
S . | 242 AlSHS}
co=2 2od
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Add Configlet Execute Configlet

Configlet Name
Name

startup_config_upload

Execution Mode
Execution Mode

File Transfer Mode -
Description

upload config to selected devices Selected Devices
Configlet Content Choaose Devices or Device Group:

13 LU LTS U AL JUG TS ELL S SLAAVE U ESHUILTY a1 U £ e IuIuT Ly pe ®  Select Specific Device Select Device Group
immediate action-type trapOnly -
ip sla reaction-configuration 386 react packetLossSD threshold-value 1 1 threshold-type
immediate action-type trapOnly Available Devices Selected Devices
ip sla reaction-configuration 386 react maxOflatencySD threshold-value 120 100 threshold-type
immediate action-type trapOnly Search Search
ip sla reaction-configuration 387 react rtt threshold-value 100 75 threshold-type immediate
192.168.49.6 -

action-type trapOnly
ip sla reaction-configuration 387 react mos threshold-value 500 350 threshold-type immediate 192.168.50.130
action-type trapOnly

ip sla reaction-configuration 387 react jitterSDAvg threshold-value 30 25 threshold-type 192.168.50.131

immediate action-type trapOnly 192.168.50.140

ip sla reaction-configuration 387 react packetLossSD threshold-value 1 1 threshold-type =

immediate action-type trapOnly Tactine davira

ip sla reaction-configuration 387 react maxOflatencySD threshold-value 120 100 threshold-type N

+  Perform configuration backup before and after template execution

Configuration Backup

+/  Perform configuration backup before and after template execution o Click here for more help

Cancel “
Cancel

A
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Ctsol 320 =20] & :

- |2 =X olE BE A
- HE2RZ HjH #HEF
«  SNMP Z-d=l/H| &g}
|: £8 U ERA TX| & MElistn A3 EE A REOA 2ASHH HAE RE
X o] ¥= 7t HFEHL|LCL
Cisco_Change_Passwor d_Script jzjr;i;ng Passwordfor Cisco Script Execution Mode - D
f:\)
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2. BHO| A& ASX} 2olS R 7T
3. B3 A% = 30| XA

Modify Configlet

Name

Cisco_Router_Backup_Image

Execution Mode

Advanced Script Execution Mode

Description

Backup 10S image from Cisco Routers

Configlet Content

<command prompt="]?">copy flash:%IMAGE_FILENAME% tftp</command>
<command prompt="]?'>%TFTP_SERVER_IP%</command>
<command timeout='70'>%DESTINATION_FILE_NAME%</command>
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=n | -|)k|'<'5 7=|_I|.§"'O A Ol A | |.
7|ﬁ O'IA = o == %.I'l_le I AAI:IL‘I:-
5’_| 2|2 AHA] G} S |i*| |OH |A'6I-AOI E"ALHA"lxl.'c'SI-A
* I_-I'LL:LJJE oool_l'—l—o'ln_“'é}l _IA-I—ETAAE—l —I=IJKI:O-|_|_7 =¢ 1
@ | |.
A H L’ I:' .
Execute Configlet Add To Snapshot
Alaxala_Enable_Change_detection
Configlet Name
Execution Mode
Vendor
Template Variables Scom -
Device Template Name
@® Same value for all devices A different value for each device 3Com 4200G Series Switch v
PASSWORD
new passwor d| Cancel
. Execution
All Configlets e
Configlet Name Execution Status Invoked On Invoked By
Cisco_Show Version Script o COMPLETED Jun 12,2018 21:20 PM admin

A
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Add Configlet

Name

Firmware upgrade

Execution Mode

Script Execution Mode

Description

cisco firmware update

Configlet Content

Configlets2 = £

<command prompt="]?">copy tftp: flash:</command>

<command prompt="']?'>%TFTP_SERVER_IP%</command>

<command prompt='1?">%SOURCE_FILE_NAMEZ%</command>

<command prompt='confirm'>%DESTINATION_FILE_NAMEZ%</command >

<command timeout="120" sufﬁx:‘$N07ENTER‘>y<,"command>

Configuration Backup

~  Perform configuration backup before and after template execution

TheresNoStopp_mg /JE =

IT Software In Over 2

Lountr

Execute Configlet

Configlet Name

Execution Mode

Selected Devices

Choose Devices or Device Group:

@  Select Specific Device Select Device Group

Available Devices Selected Devices
Search Search
27.1.1.2
27113
27114
27.1.1.5
27114

Perform configuration backup before and after template execution

@ Click here for more help

Cancel

SO 220l =

chPE S A2 X|2f
£2 HER3 XS
i osHELRZ
BOIoIE

SEQ|0f QI ER| S
AFESL0] 05 T2
2ol €180l E
SRERE

—1 =

B2I01S @2 0| =oto
7| BT ol #opy ol
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A3YE MR DES
AHESHO HEOE
[i2toz 1 0|E
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Configlets 7| E}f & &

Network Configuration Manager

Basic Settings

& Management Discovery User Management

Schedule Global Settings

e ACLLUMA KO 222
AHE2SI0] = HE
cufigers T ST G TS TR SALS 3| A

Execution
All Configlets. rinds

Configlet Name Description Created By Last Modified Time Template Type LY

SNMPV3S 14510

= o

s s o Feoee. s ki Cos Z=QSHHO|EHE E=
S — =

AlliedTelesis_87XX Disable_Change_detection Di i = system [NA] Script Execution Mode MENOR - |

Forward syslog messages (o syslog server,
AlliedTelesis_B7XX_Enable_Change,_detection system NA Script Execution Mode -« @
s W applicable for AlliedTelesis CenterCom 87XX . I . © &

AlliedTeleSwitch_sFlowExport sFlowExpart Commands for Allies TeleSwitch system (NA Script Execution Mode < @ @

AvayaSwitch_FlowExpart Flow Export commands for AvayaSwitch system (A Script Execution Mode EENCHN: | O o A 'l Bt
BrocadeSwitch FlowExport Flaw Export commands for BrocadeSwitch system [NA] Seript Execution Mode. * O & TI x| 01| VLA N = I (@) o |- 01
Catalyst_2900_Backup_Image Backup 105 Image from Catalyst 2500 system NAL Advanced Script Execution Made - ® ®w |__|| E O-I 5- (@) q A—I (=) '6't A I.

Catalyst 2900, Oetete Fash Fle Catayst2900- Delete leinlash it A Advanced Scipt Excution M R T o= oo
Catalyst_2900 Upload Image Upload 105 image to Catalyst 2900 system [NA] Advanced Script Execution Made -~ O @

Catalyst 4500 FlowExport Flrw Bt comenan far Catalst 4500 Sariad system (NA) Seript Exccution Mode ERCHN |

Mode! 4503,4506,4503_E.4507R 4510k

Flow Export command for Catalyst 6500 Model ,
Catalyst_6500_CatoS ystem NA Script Execution Mode - G
i . CatOs 6504 E.6513,6509,6506 o (N2 < ution Mo ) &

Export command for Catalyst 4500 Model

F— o - Configlet= AFESH] syslog
T s 10 Di . " - |A| Xl% _I |:E|_

F :53 PM i M -
o sbonstreighborivy devices discoverad wsig €56 TN e 07,2019 22:53 P Script Execution Mode C

=]

Flow export command for W-C3560X-48PF-5 and o
Clacoa750_3560_Flowkxport system NA Seript Exccution Mods - ©
i 3 WS-CI560X-48T-5 " A, o =

36
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CiscolOSPolicy

Policy for Cisco 10S devices. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

Please ensure that you
satisfy all the
compliance
requirement

0%

Compliant

OBz o

Actions

Run Compliance Check
Associate Devices

Run Adhoc Test

Generate Report

HIPAAPolicy

HIPAA Compliance Policy. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy'srules.

No Data Available

oRpE @&

Actions

Run Compliance Check
Associate Devices

Run Adhoc Test

Generate Report

There are no devices associated to this policy. Click here to associate the devices.
If already associated, please Run Compliance Check to view the results.

SOXPolicy

SOX Compliance Policy. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

No Data Available

There are no devices associated to this policy. Click here to associate the devices.
If already associated, please Run Compliance Check to view the results.

0
Compliant
4
Violation
0
oBnpE e

Actions

Run Compliance Check
Associate Devices

Run Adhoc Test

Generate Report

No Stopping IVIE | ©
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HIPAAPolicy

HIPAA Compliance Policy. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

Please ensure that you
O% satisfy all the

compliance
Compllant requirement
PCI Report
Host Name
R 271117
R 271112
A 271113
A 271142

7|2 Y E=4

X
o

Jat

o z @
Actions
Run Compliance Check
Associate Devices
Run Adhoc Test

Generate Report

0

Compliant

2

Violation

0

Review Status

P NOTASSIGNED
" NOTASSIGNED
P9 NOTASSIGNED

"$* NOTASSIGNED

There's No Stopping | /JE j &

IT Software In Over 200 Countries & Growing

CiscolOSPolicy

Policy for Cisco 10S devices. NCM runs
through all the associated devices
Running configuration and ensures the
configuration stay compliant to the
policy's rules.

Please ensure that you
83% satisfy all the
compliance

Compliant "
requirement

Device Type

Cisco Router

Cisco Router

Cisco Router

Cisco Router

O A E @

Actions

Run Compliance Check
Associate Devices

Run Adhoc Test

Generate Report

5

Compliant

1

Violation

0

Model

2612
2612
2612

[NA]

Cisco &X| M & F2l2

HHiOPOEI Cisco ¥X|E E=Z

P8 T EOME
AR SHO] Pl HEIS ZHE

B =
Last Backup at B Q
Mar 25,2019 13:01PM
Mar 25,2019 14:34 PM
Mar 25,2019 13:01 PM

Mar 25,2019 13:01PM
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CrEdt €2 SEC 2 AEX B BHS F71 2 + ASLIG
« AEAZO 13 TS
-8R EO| 7E2 QB0 1 1F A4
. HM2 7| g8l A8 18 158
ALE X 2| AE 2 37tX| 7| =0 wel F=7HELICE.
. ZICISE 7|=

I_I- I_I-Ol_l- 7| — Add Compliance Rule
s =
. DT AEX HO I|E

O
should contain all lines - Any . time(s).
[ Ned |
p 5 ’ jE ‘ ¢ F\F\
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Criteria New Rule O:” .Ql_l -EI_:I 0:" O‘” A-I El_l- O'I

® Simple Criteri Advanced Criteri Advanced Custom Criteri “ T E ol | |_
imple Criteria vanced Criteria vanced Custom Criteria PUb“C Ol AI_'I ﬁH El O-I AAI = L_ E .

Configuration File

should not contain any line v Any

snmp-server community public RO
snmp-server community public RW

)
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SIS = = ol
N

XA ErAl:

« AND/OR

. Iy

Edit Compliance Rule X
Criteria New Ru
U O
® Adva
Condition
should contain \S. - °
and - should contain - °°
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0= o T4 M| EH MM B
AMEEH, dg 7|F2| 7|s= & X &€
1. 2= 7|2 (E=2 AlHL 2= X8)
2.7 XEE V)=
Edit Compliance Rule
Crit.eria

Confguration blocks criteria

Config Block Start

Config Block End

Additional Block Criteria

should not contain

shutdown

There's No Stopping | /JE =

IT Software In Over 200 Countr -

A g2l 7= - oK

>
oY
-
i
[Ika
ot
Ot
w
rir
o
Ho
<2

Of %l -o] oiixoll M=

NCMO| “shut down“O| Of
QIE I O] A0 CHSHM T A8 ==
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mESIEEEL

(Remediation Template)
Wy HSRE A8 = A SO 58 49 fIE0| ZAE If AFEE LY.
S[Et0| U= BF =HE =857 /ol 1’8 "HER S AEE L LT

Ofl: snmpOf| A "publlc = =2 0lot= 2, 10| A "public"O| 2t= SEOI7}
LA HO| i HESZ ALESI =8 = A5 LHICH
Edit Compli;ance Rule Edit Compliance Rule 7 X
't.erla Critce\ria ew‘l
E = e
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AMEAZe A2 A 82
O|X| O] ‘§&=2 HEi=l HESZ

— 1

2 O & AH A Ad

H X O

o

= “'|.E| . |:|-A| X~ kH e — §|.EI |__| |:|-

II-IlQ'- O:|7:” St A Ol

T M-

Edit Compliance Rule Group

Rule Group Name Description

adv custom RG

Available Rules Selected Rules
Search Search
SNMPLocationGiven = adv custom Rule

SNMPContactGiven

DHCPServiceDisabled

PADServiceDisabled
DomainNameServiceDisabled

NoIPHTTPServer

SyslogServerLoggingEnabled
NoConsoleLogging
SrPasswordEncryptionEnabled
SrPasswordLengthEnabled -

Add Compliance Policy

Add Compliance Policy

Palicy Details

Policy Violation Criteria
®  Anyrule in this policy is violated
Only if a Critical or Major rule in this policy is violated
Available Rule Groups Selected Rule Groups.

Search Search

adv custom RG

CheckinterfaceRG

@ O
Policy Name Description

rrtest test
Configuration Type ® Running StartUp

There's No Stopping IVIE (&
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Policy Details Associate
N\ ™
) @)

Available Device Groups
Search
All Devices Group
Backup Failure Group
CiscoRouter Group

CiscoSwitch Group

Available Devices
Search
192.168.49.101
192.168.4%9.6
192.168.49.7
122.168.50.130

Selected Device Groups

Search

Selected Devices

Search

ManageEngme)com
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L Compliant
@ Data Not Available

Compliance Status
Devices with Violations

Compliant Devices

@ violation

Device Count

4

0

SH =S X0 HASHH, SX[7t 1

7 AL

olutel MM 9 Y 4 YXIS AP
Compliance Report All Devices Group

There's No Stopping IVIE &

IT Software In Over 200 Countries & Growing

B~
HE A =ot=X|0| Cist EDME M MdSh
o L | = = O o=
s O O] 2 |_| |:|.
| A H
Violation Devices
Host Name Critical Major Warning Compliant Last Check At f
» 192.168.50.140 G 5 3 s 2018-06-19 11:01:04.668
» 192168497 0 5 3 Ib5 2018-06-12 09:49:39.394
» 192.168.49.101 (] 6 3 e 3 2018-06-12 09:49:39.332
» 192.168.50.131 0 6 3 o3 2018-06-1413:21:20.573
Page[t  |of1 0 v View 1 -4
[Compliant Devices
| Host Name Critical Major Warning Compliant Last Check At f
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iif Network Configuration Manager

Dashboard Inventory Firmware Vulnerability Compliance Change Management

Firmware Vulnerabilities

g | [ ]
All @ Critical 3 Important 12 Moderate 10 Low 3 Unrated 0 I r m Wa re

CVEID Base Score Severity No. of Affected

» CVE-1999-0293 75 Important 55 i O t I 4
»  CVE-1999-0524 0 O Low 55 _I D

=

=

»  CVE-2000-0486 5 Moderate 55

> CVE-2004-0589 5 Moderate 55

47
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Firmware 7| &2 £t2|

O| K| Network Configuration ManagerE AHE0t0 HE /3 & X[ 0| A 2 XA QI F <

SECRESEE
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OEI-_I_Allklzl
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E9T0| 2E $oH 27|

CVE(Common Vulnerabilities and
Exposures) Al HE Sl Al 2t

7|

%|oFY LAt
12 AMS D ML
BaE B E 2o ol
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i Network Configuration Manager

Firmware Vulnerabilities

Al @) Criticl '@ Important 12 Moderate 10 Lo

CVEID Base Score. Severity

#2 Network Configuration Manager

eeeeeeeeeeee

stopping IVIE

3 e a0 o f
§ § F § %

Reported

PSS 7|F
. . AMEE HA|

O A=
M= A,

=

=

=

oF X

-1 Od
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Firmware | 2 DB & 7|2}

NISTS| 2 H|O|E =
Network Configuration
Manager2| DB2l &7|2} 75

Network Configuration Manager

Dashboard entory THAWRTE y | Compliance Change Management Alarms Tooks

Sync Vulnerability DB

Last Successful Update Mov 01, 2019 03:00:02 ()EI I:l_l--clz'l E E” Ol E-I %
Mext Scheduled Time Nov 02, 2019 03:00:00 %7|§|'_6|'7| 'CI)"l -6H 0:" o_II: A|7|_|-%
Last Update Result @ Success AE-l g 7}%-
Daily Scheduled Run 03 ~+ Hours 00 =~ Minutes E'
27|E AlZHo] 278 E|X] B2
7=|07|EI-IO§ Of 2 2 Af &
Si

o =7 A
VNS R B
"Update Now" &4 AR 715

50
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Network Configuration Manager
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stopping VIE <
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-

License will expire in 22 days () GetQuote 5) Purchase (

L A IEY

Request Dema

AH

-

Gl & Q & &

DE HopHg MUEoR
74 AH
O 1

X|Z= At O| &, cVE ID, & X|
Ho HE = 0ES
AESIO] A

0OS
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Network Configuration Manager

Dashboard Inventory Compliance Change Management

Devices (57) Groups (11) Configs (110)

Device Group Name

All Devices Group

Backup Failure Group

Cisco Group

CiscoRouter Group

CiscoSwitch Group

HP group

Test

Test-Cisco

Testdpu

testsuccess

Tools Settings

Changes (5155) Drafts (34)

Startup-Running Conflict Status

No device available

No device available

Mo device available

Reports

There's No Stoppmg
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Mo B Y 713] &4, D2 BNE Kot U K@ ALY Xst2 0[]0 FLch
|

. 1 oryel 1 29

Startup-Running 8 = 7|3}

« EZE NY20| TN G o] & B O] A
LHELH 7] S NS

JrE
o o}A
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Network Configuration Manager

Startup-Running T8 &7|2}

4 Qan

w1z

s

zaet)

ar1se

19216850431

Device Type

&
o Router
o uter
o Router
o Roter
o e

arouter
o Router
SR

Network Configuration Manager

:rl=]
Beicn oo
‘Startup-Running Conflict LY
S Coan
Show Contis
Show Contit
—
Show Contix
St Contit
© s St Coomiy
© wacmavy Showcoania
LY Show Contit
© saceauy S Contit
© nacma showCoaniz
© B s comg
@ B
& B
& Dacke

All Devices Group

~  Devices  Chan

Devices with BaseLine Running Confg Conflict

HestName.

Cisco Rauter

Cisco50.140

Ciseo Router

192268496

19236850151

19216850140

Devices without BaseLine Running Config Conflict

Host Name.

271112

27415

7113

Device Type.

CiscoRouter

Cisco Router

There's NoStopping | viE =

IT Software In Over 200 Countries

& arowing

Model

CIscosYKY

ciscozssyie

2801

$rué50

2801

ciscozesyke

Model

212

2612

2612

|.

Startup-Running & 2
Td2 37|25t 7l
E%i'/[1|0|5| =42 2K

startup-running 7+ 7t9|
HZ L8]

Startup-Running == 0|
CHot FHO|EE &1, 2 &
StHO 2 57|35},

7

Startup-Running S=0
CHot SAl 20AM 8-

ManageEngme com
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Baseline 1+

NCM Label Confi . o
g ot A0 HdSIH, T HH
A= X = —
Selected Device(s) T= o 7 |- OI'O:I x-I %Z)I- %II- L’l I:|-
271117 0f|: version 1.1 => version 1.2
Upload Config
=H O —~ o
. . 0| == AHE0t0 2 BT S
271117 BASELINE . —E—%— Ol- O:I ﬂ 7‘” A_Il hé' ?dl' L_| |:|-_
configuration upload to this device is not supported.
Select Label to associate
Host Name Config Type Version B BASELINE 7|’§ O|_I-xo-| &! O|_| ?'AC-)I H-l x|_-I %
271117 Running Version 1 Al_-l E—Il'l _(I)_l'_TI_ Baseline —T'LACBI _gl
271117 Startup Version 1 Description E‘" 0] | %E Xl XC;I E}' |—| E.l'
Page 1 |of 1 EIE View 1-20f2 This label marks the stable configuration of a
device
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Network Configuration Manager

e e e S| A} HHAOf ThHap A

Basic Settings

=
| e [ e | | L= L7| 2 of e

Administration Configuration Syslog Server

Started On Finished On Expeution Type. Status ®

25 2019620040 25 20190200 p— success
[PETp—— e 24, 0190200 A p— sucerss
[P—— [P —— —— succiss
i 2120190200 25, 20190200 e succrss
i 203902004 Ve 0 190200 AM E— success
a3 3039 G0 15, 037200 scHeouo success
i 8 2019 530 i 18, 20191853 e succes
[P — e 18 01902008 — sucerss
i 17, 1902003 pe— success
i s, 201902000 a— succss
s 2 M 15, 0195200 schepuien success
a4 301902004 i 14 01902003 e—— success 56
[PE—— i 15, 0190200 AM po— sucess
[ —— M 12, 9190200 screonE sccrs
T —
[P [P — — succiss
a0 2019020040 i 10, 20190200 — succrss
Mo 201352004 M09, 9170200AM scHDED success
[ —— e, 375200 JE— success A~

Mar07. 2019 02004

20200 14 SCHEDULED success
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Network Configuration Manager

Dashboard Inventory Compliance Change Management Alarms Tools Settings R

Network Reports Configuration Reports
@ Hardware Inventory Report B¢ Startup-Running Conflict
Hardware details listing the components and their Details on the devices whose startup and runni
status of the devices configurations differ
# Firmware Inventory = Configuration Changes
Firmware details listing the O5 version and associated Details on the devices that have undergone ch3
information of the devices configuration
@ Device Inventory [& Configuration Change Trend
Device details listing the model number, series and Details on the number and type of configuratio
type of the devices changes, during a specific time period

Network Health Status 3 Configuration Analysis Report
Overview of the conflicts and compliance status of the (¢ bout devi
device configurations

E} Security Audit Report
B Device Management Status Details on the findings of security audit togethd
Overview of device management setup status like the impact and recommendatians
credentials, real-time change detection etc

[E& Device Audit

Details on 'whol ‘wher' and ‘what'of all the operations
performed on the devices
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Hardware Inventory Report BR=
Device Group  All Devices Group - Showing: 1t0 100f57  Page 1 - Viewperpage 10 v
19216849101
1P Adress : 19216849101 Series & Model : 280182801 MAC Address : Al
- — csmoescvrn B -~ P DE M R0 CHSH A K| ALER 2HOQ
Image File * ¢2801-adventerprisek9-mz. 151-2T1bin — o I H [ o o 1

Ganeral Proprties.

- p— P——  mwraon
Device Type: CiscoRouter OS5 Type & O Varsion 1054 15.13T1

p— — [p— f—

System Description ot Available End of Support Date Not Available .

Chassls Details. 7F IFX' 01| EH OP erd

Serlal No. FHK1112F402 MAC Address. INAL _I o =

Py ot Available FlashSize 2720K 5 D:i ( H A O_I E ) QI- OI

CPU Revision revision 60 Configuration Register 022102 o O E — —

o —— -

ineniey

. pS— P— p— et

— - o o XF Xl ~ E 9'_ St )}.” O_” O.I H.I ~ 0‘” EH F
- =he =
PVDMO PVDMII DSP SIMMwith Two DSPs: PYDM2-32 Vo1 FOC110755K1 E —' A

s

IP Address : 192168497 Serles & Model : C2951& CISCO295L/KY MAC Address. : INA

Network Configuration Manager
@ Hardware Inventory Report
Hardware details listing the components and their

status of the devices Configuration Reports. EOL/EQS Report Compiiance Repart User Reports PCI Report Custom Report
Firmware Inventor 1
’ it Y Firmware Inventory MDwicescon - DR S
Firmware details listing the OS version and associated
information of the devices
Device Type OsType OsVersion DeviceCount a
E Device Inventory + CiscoRouter 105 133 50
Device details listing the model number, series and + Cisco Router 105 1520371 2
type of the devices
Cisco Router 105 5327 3
Network Health Status
: . . HostName 1P Address Series Model a
Overview of the conflicts and compliance status of the
device configurations
Cisn50.140 1921685050 ca9s1 CiscozesLKe
D Devce ManagementStatus 60
Overview of device management setup status like
credentials, real-time change detection etc 19216850140 192.168.50.140 951 CISCO25LKS
p— + HPSwitch (8] el 1

E& Device Audit
Details on 'who, ‘when' and ‘what' of all the operations + Juniper SRX JunQS F6R211 1
performed on the devices
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Startup-Running Conflict

EOLEOSReport  Complance Regert User Ragorts PCIReport Custom Rapert

NetworkReperts - Confgur

Configuration Changes (1ss:7days) A DevesGrous
Crurge Tyoe DeviceCount.
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1 i bt Conbprvion Crrges 5
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Caosoid - ciscomsixe © ConplincaChack
Conflict Status Device Count e oo Roier eiscomsurs © ComplanceCheck
. " 1112 Conatoer un © ponm
. Startup-Running Conflict 55
srarsasna [ vy © ConplanceCheck
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[ ] Without Startup-Running conflict 1
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" Devices not backed up 1 i i 2 L
iz — 2 © won
Network Configuration Manager 0l & aQ P o
Metwark Reports. Configuration Reports EOLEDS Report Compllance Report User Reports FPCl Report Custom Report
Configuration Change Trend (1ast7 days ) Moo - B S
. s
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Metwork Regorts

Compliance Report

Vislation Devices

Hest Name.

- a1
» maaw
+ maan
+ ma1s

» man
+ 1130
. zaan

+ 1113

Custom Report

Report Name

Abed

Corfiguration Reports

EOUEQS Regart

Critieal

Cisco Router Chassis Detalls

Cisco Router General Properties

Cisco Switch Chassis Details

Cisco Switch General Properties

CiscolQSPalicy report for CiscoRouters

CiscolOSPalicy report for CiscoSwitch

Compliance Report

User Regorts

Majar.
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PCIReport Custem Report

Campliance Status
@ Dovices with Violations
® Complart Deviees

Complance datanet allble

‘Warning Campliant

2 o i

2 o 2

1 2 oo

° o e ?

2 o a2

1 2 a7

1 2 7

1 2 e
Report Description

Detalls of all Cisca Routers

This report contains the Cha

This report contains the general properties of all Cisco Routers

This report contains the Chassiss Details of all Cisco Switch

This report contains the general properties of all Cisco
This report contains the CiscolOSpolicy details of all Cisco Routers

This report contains the CiscolOSpolicy detalls of all Cisco Switch

Y —

AnDevie
Add Custom Report
Report Name

Deviee Court

2

| Report Description
Report Type

Hardware Inventory Report
Last Check At

20190322 170000478 Select Device Template

3Com 5500 Series Switch
20190022 170000495

20190222 170000432
@  Select Specific Device
20190322 170901154

Available Devices
2019022 170000495

Search
20190522 170000637
0190322 170000848
20190522 1700m863
Columns
Search
MACADDRESS
IMAGEFILENAME
Report Type
Hardware Version
compliance_report SERIALNUMBER
IPANNRFSS

networlk_report

network_report

network_report

network_report

compliance_report

compliance_report

Choose Devices or Device Group:

Select Device Group

Selected Devices

Search

Selected Columns

Search

Cancel

AEAL HAF 2N S
ALE0L0] AFEXf
AN A Hokof st
ME8E

FOL/E0S E1AME
of MHIA T EE
o= 7|7| o<t

Hr O r

~ Y yo

7
AL
=i

HL MY =1
B> 12
_>|'_0>-—|0

2| A 27 AFOf| et
INE=SNONFSE=InPY
4.

62

/"”\

ManageEngme com

Powering IT ahead



NCM E 0 A

NCM= &/ 173 Ao CHek BE=
HIAE gL .

—— 1. 79 HE H1A
Drewice PManagement Status ]
2. 78 HE 8

s Pp-Runn = Conflict
Confisuration Changes : ; | O L | O! E I I A
Configuration Change Trend L
EQOLAEOS Report
i 4, 8 = B
ompliance Report
. O -
Confisuration Analwsis
Report

Security Audit Report E —
5. 73 2M HEA
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User Audit

There's No Stopping )/JE = ManageEnngcom

IT Software In Ove ountrie B R e e B Epayerin g IT ahead



NCM2 MM ETDMEppFEAC R
Off: & X| 2h2| &FEf 2

2N B A

M

AH
o

3Lt

Report Details

Host Name

192.168.49.101
192.168.50.131
192.168.50.130
192.168.49.7
192.168.49.6

192.168.50.140

For Device Group : All Devices Group

Associated Devices 192.168.50.131
192.168.49.101

Last Backup at

May 10, 2018 03:01 PM

Jun 19, 2018 01:02 PM

Jun 19, 2018 01:01 PM
May 10, 2018 07:01 AM
Jun 19, 2018 01:01 PM
Jun 19, 2018 01:01 PM

. 192.168.50.130, 192.168.49.7,

FIEEIEIE g

Protocol Used

TELNET
TELNET - TFTP
SSH

SSH
SSH
SSH

192.168.49.6, 192.168.50.140,

@00 eoogg;
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Network Configuration Manager

Devices (57)

Groups{11) Configs (110)

rsions. [ matches found.

Running

Select columns

Host Name
IP Address

Device Type

Series

0 Countr

OS Type

OS Version

4215

Changes (5155) Drafts (34)

Search by Hardware Details

Device Type
3Com 5500 Series Switch v

Boot Version v

Cancel
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Network Configuration Manager

Regarts

Recent NCM Alarms R

Device Name

Device Confyguration Backup filed for 27.1.1 12t Mar 25,2019 1434 PM
Cisca60084
25Mar 201902:3451 P ST

HCM Compliance Check operationfalled for TEST at Mar 22. 2019 17-00PM
Cinca40073
22043 2017050001 P ST

NCM Compliance Check operationfalle for Cisco Router 3t Mar 22,2019 17:00PM

192158.29.101
220ar 2019050001 PM ST

NCM Compliance Check operaticn falle for Clsca Reuter at Mar 22,2019 1700 PM

192108075

22Mar 2019050001 PM 15T

WCM Complisnce Check operaticnfalledfor Ciscn 50,140 2 Mar 22,3019 1700 PM
19215850140
22hdar 2019050001 PM 5T

WCM Compliance Check perationfalled for 27.4.0.9 at Mar 22,2017 17005M
Clsent0081
22020 2019050001 PM 15T

NCM Compliance Check perationalled for 27.1.18 at Mar 22,2019 17:00PM
Cisex20080

Network Configuration Manager

Backup Failure Group v Startup-Running Conflict

HyvaPmo ®

Configuration Change Trend

=

Configuration Changes Summary

Mat BackadUp Davicas with Canfiguration Changs

® Devices without Confguration Changss

Pending Reguest

msafu

CanfictStatus DeviceCoumt
® strup RumireContics 3
® Vit stare Running ot o
[ —— i
Devices with Startup Suing Canfict
Host Hare: Biovice Type Model Last Operatinsiatus Startup Rurning Confict @ a
Cisea et Ciesautar 0 © Complsncaheck Sewsanlia
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i Clacoouter w1 @ sorui S Canlit
R - o
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Host Hame Device Type. Model LastOperation iatus @ a
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Host Mama Do Type. Modal tastOperation siatus ®a
111684 9 mich A
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Schedule
All Schedules Schedule Audit
Name Task Type Status

Configuration (-‘)

All_device_Backup
Backup
Cisco_router_Show
- - Configlets
Version_Check
All_Device_Complia
nce

Compliance Check

Configuration

checking Back
ackup

Next Run

Jun 19,2018 13:00
PM

May 07,2018 18:48
PM

Mar 29,2018 17:00
PM

Schedule Completed

Recurren
ce

Hourly

Hourly

Daily

Once Only

]

Created By

admin

admin

admin

admin

Last ModifiedBy Q

admin

admin

NA]

NA]

Choose Devices or Device Group:

®  Select Specific Device

Auwvailable Devices
Search
192.168.49.6
192.168.42.7
192.168.42.101

Select Device Group

Search

Selected Devices
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Add Schedule

Schedule name

test

Schedule Type
Configuration Backup

Notify if there is a failure in backing up a

device

Exclude configuration difference from

notification.

v Notify if there is a change in configuration

Choose Devices or Device Group:

Select Device Graun
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Network Configuration Manager

Summary

NCM Devices Summary

Recent NCM Alarms

__I_Lkl

There's No Stopping /J

IT Software In

Device Type Vendor 0sType Devices
Cisco 10S Router Cisco 105 4
HP Procurve Switch HP [NA] 1
Juniper SRX Juniper JunOS
ol
dﬂ
m— —

Y —

Inventory Devices (6] Groups (4]
IPAddress  Device
Type
Backup Success
Backup Failed T

N o Rou
N/ 192168, HP Switch
f 1921685.. CiscoRou.
Type Credent Vendor N/ 1921685.. CiscoRou.

Cisco 108 Router &
= |
Juniper SRX 1
L
HP Procurve Switch 1
]

Configs (1 g -
Series Model OsType  Last Config Complianc ~ Baselin &5
Operation ~ Conflict ~ eStatus  Conflick
Status
2801 2801 108 Com. Confl @ Viola € Confl
Srx650 JunOS Back n Al Confl
CISCO29. 108 Co Confl Viol Confl.
A ™ NAI Back v NA Confl
280 2801 105 Back Confl Vil ol
C CISCO29. 108 Bac Confl. Viol nfl.
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Basic Settings Discovery NCM
S| Configuration Basic Settings
E;1 Basic Settings
BEhe ) Client / Server Database Export Export Histor Third Party more
g Server Settings Settings Administration Configuration P v Syslog Server
Device Templates
rm:
rg:'? Credential Profile General
=
kflow Configlets
Schedule
Maximum diff limit (lines)
Change Notifications 5000
Upload Requests
Note:
PCI1.1.7 If number of line changes between two different configurations exceeds Maximum diff limit, you cannot view
the changes in GUI.
’{[Il Exclude Criteria
Reports i Enable auto SSH/Telnet Disable Resolve DNS
Device Management
A - Terminal Backun
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Network Configuration Manager

Alarms Events

O]

Sort By Category

Alarms

€3

Critical Trouble

Active Alarms (130)

NCM Script Execution operation failed for 6.1.1.61 at Mar ...

NCM Script Execution operation failed for 6.1.1.56 at Mar ...

NCM Script Execution operation failed for 6.1.1.48 at Mar ...

NCM Script Execution operation failed for 6.1.1.34 at Mar ...

NCM Script Execution operation failed for 6.1.1.25 at Mar ...

NCM Script Execution operation failed for 6.1.1.225 at Mar...

NCM Script Execution operation failed for 6.1.1.200 at Mar...

NCM Script Execution operation failed for 6.1.1.145 at Mar...

NCM Script Execution operation failed for 6.1.1.146 at Mar..

NCM Script Execution operation failed for 6.1.1.132 at Mar...

| NCM Script Execution operation failed for 6.1.1.234 at Mar...

| Cisco360083 | Router
| Cisco360078 | Router
| Cisco360070 | Rout
| Cisco360056 | Router
360047 | Router

| Cisco

| Cisc

| Cisco3600247 | Router |

| Cisco3600222 | Router

| Cisco3600167 | Router

.| Cisco3600168 | Router

| Cisco3600154 | Router

03600256 | Router |

UnAssigned

UnAssigned

er | UnAssigned

UnAssigned

UnAssigned

UnAssigne

UnAssigne:

UnAssigne

UnAssigne

UnAssigne

UnAssigne:

Critical 92 days ago
| Critical 92 days ago

Critical 92 days ago

Critical 92 days ago
| Critical 92 days ago
d | Critica 92 days ago
d | Critica 92 days ago
d | Critica 92 days ago
d | Critica 92 days ago
d | Critica 92 days ago
d | Critica 92 days ago
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Tools Settings

Terminal ( SSH/TELNET) Telnet/SSH ZEEZ0] Cliet ¥ & 4 &
*|o|'|
Ping Tools Ping= AHESI0 &X| 22 754 =20l

Address Monitoring SNMP ETLZ AFRSFO) snvP LB EA|

Network Monitoring
F2 BLHZZ &3l MAC/DNS 7|

SNMP Tools
syslog HAIXIE HE A =4

Cisco Tools

Workflow >

Forward Syslog

Syslog Viewer
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