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New User details
Employees

Lo

Automation module
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In more than 70% of IP
thefts, insiders stole the
information within 30 days

of announcing their
resignation.'?

Source: Common Sense Guide to Mitigating
Insider Threats, 4th Edition, CERT
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Insure your AD against any disaster.
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User Logon Reports
Logon Failures
Logon Failures based on users
Failures due to Bad Password

Users First and Last Logon By
Computers

Failures due to Bad User Name
Logon Activity based on DC

Logon Activity based on IP Address
Domain Controller Logon Activity
Member Server Logon Activity
Workstation Logon Activity

User Logon Activity

Recent User Logon Activity

Last Logon on Workstations
User's Last Logon

Users logged into multiple
computers

Local Logon-Logoff
ADFS Auditing

Account Management
User Management
Group Management
Computer Management
0OU Management

GPO Management

Logon Audit v

User Logon Activity

AD Changes v

& Aggregate Reports

admanagerplus.com v

[ Custom Reports [l (. Sche

Domain

GPO Changes v Compliance v My Reports v

Period = month Hours All v Select Objects ~ Administrator Add
[% ExportAs o Addto [ More
User Logon Activity
User Logon Activity
6
Failure
Il Success
36
@ Q Advanced Search 1-250f 42 25+ Add/Remove Columns
CLIENT IP EVENT FAILURE EVENT EVENT
USER NAME ADDRESS CLIENT HOST NAME DOMAIN CONTROLLER LOGONTIME ~ TYPE REASON CODE NUMBER
Administrator 127.0.0.1 admandemo.admanagerplus.com admandemo.admanagerplus.com Dec 08,2016 Failure Bad 16 477
03:03:29 AM password
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User Logon Reports »

Attribute Changes Permission Changes
Local Logon-Logoff 3
Account Management » Top Modified Users it

User Management -

COUNT

Recently Created Users 32
Recently Deleted Users 30

Recently Enabled Users
Recently Disabled Users
Recently Moved Users
Recently Locked Out Users

Recently Unlocked Users

Frequently Lockedout Users 3 3 3 3

Frequently Unlocked Users 0 . . . .

Test.User Cherry_Liang demo.adman.me adm-mail-del... dimas.wibisono
Recently Password Changed Users

Recently Password Set Users

User Based Password Changes
User Based Password Reset & Qr Advanced Search 1250f 110 25v  add/Remove Columns

Password Never Expires Set Users CALLER
Recently Modified Users LER LISER MODIFIED pRODIEED
¥ NAME NAME TIME ~ DOMAIN CONTROLLER ATTRIBUTES NEW VALUE

Extended Attribute Changes
Test.User admanager Oct admandemo.admanagerplus.com SAM- Test.User
15,2016 Account-
Last Maodification on Users 02:53:56 Name
PM

User Attribute New and Old Value

Account Lockout Analyzer

User Services TestUser  admanager  Oct admandemo.admanagerplus.com  SAM- Test.User
User Object Histary 15,2016 Account-
02:53:56 Name

Group Management » PM
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GPO Management

Advanced GPO Reports
Group Policy Settings Changes
Computer Configuration Changes
User Configuration Changes
Password Policy Changes
Account Lockout Policy Changes
Security Settings Changes
Administrative Template Changes
User Rights Assignment Changes
‘Windows Settings Changes
Group Policy Permission Changes
Group Policy Preferences Changes
Group Policy Settings History
Extended Attribute Changes

Other AD Object Changes

Configuration Auditing

Permission Changes

DNS Changes

Removable Storage Audit

Domain Object Changes

Profile Based Reports

My Reports ]

»

Logon Audit ~ AD Changes ~

Group Policy Settings Changes
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Group Policy Settings Changes

@ Qr Advanced Search

GPO NAME
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GPO Changes ~
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Hours Al
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DOMAIN CONTROLLER
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& Custom Reports [l .*
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Domain
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SUMMARY

ADMANAGERPLUS\admanager

Removed :0
Modified :1
Show Detalls

ADMANAGERPLUS\admanager
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Show Detalls

ADMANAGERPLUS\admanager

Removed :0
Modified :2
Show Detalls

[+ Aggre

admanagerplus.com ~

[= More

Add/Remove Columns

LINKED GPO'S

[edmanagerplus]

[admanagerplus]

[admanagerplus]

[admanagerplus]




St HIME

= A

= oAl =1}

FISM
j - A EF3TEHY =20 =
2t HOM MM
Compllance PCI-DSS y ﬁlg 2|'_S_Jlk_ E_T'_A-Ig 'OL'I-CI)-FE 7||7_|' %OIJ-

Ha

ManageEngine



=

i
o

Y




2 AD360C! 7}

- LI ZEZ Soll 8Bt Active Directory, Exchange 3 Office 3652 2|
- Zo{ M =8[0] 7hE

« AD360 =20 EHRot2E F7H/X|H-AD360 Y2 F =&

. PN RES M S AP U Sy B

ManageEngin@



JumpTo License &

Admin Support

a ADManager Plus ADAudit Plus rice Plus Exchange Reporter Plus 0365 Manager Plus

Select Domain : ADMANAGERPLUS v ADManager Plus

Password Expired Users : 177 AD Managemeant

Options
AD Reports
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User Reports System Reports Helpdesk Delegation

150 4 ” Helpdesk Reset Password
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- Workflow
300 - - 100 -
200 1
I w00 i ®1 ADAudit Plus
LR — ol —

Users Audit Reports

W No. Of Users 468 u No. Of Computers 146

® Inactive Users 455 ® No. Of Workstations 145 Computers Audit Reports
Disabled Users 307 Disabled Computers 127

® Locked-out Users 0 ® Domain Contrallers 1 Groups Audit Reports
Password Expired Users 177

GPO Audit Reports
File Server Auditing
Server Audit Reports
Other Reports

Real Time Alerts

250 1 -- ADSelfService Plus
A

200 -  No. Of Groups 246

150 1 m_ Security Groups 242 Password Self-Service

100 No. Of OUs 223

W No. Of GPOs 2 Self-Update AD Info
50+
0 F & Password Expiry Notification

Ermployee Search / Org Chart
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AD360 Dashboard Reports Admin Support
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Iboxes

. . N [2 Export As

~ Office365 Manager Plus

w Exchange Online
Office 365 Account zohocorpadmgrplus.onmicrosoft.cc w

* Mailbox Reports

w General Reports

Mailbox Users
Generated on: 14

Inactive Mailboxes

+3 &« € 1-250f9533 » » 25~v | Y Add/Remove Columns
Hidden Mailboxes

Display Name User Principal Name Recipient Type
Archive Mailboxes

al23 al23@zohocorpadmgrplus.onmicrosoft.com al23 a123@zohocorpadmgrplus.onmicrosaft.com EquipmentMailbox
Mailbox Features
Mailbox Message Delivery ... a321 a321@zohocorpadmgrplus.onmicrosoft.com a321 a321@zohocorpadmgrplus.onmicrosoft.com RoomMailbox
Mailbox with ForwardTo aandu aandu@zohocerpadmgrplus mail onmicrosoft.com aandu aandu@zohocorpadmgrplus.mail onmicroseft.com UserMailbox
Migration Statistics
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Client Connection by Users
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Client Connection Summary
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Room Mailboxes
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AD360 - Reverse proxy server
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Context-based reverse proxy
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