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+ Fingerprint/Face ID authentication +  Time-based one-time password (TOTP)

* YubiKey Authenticator + Custom TOTP authenticator Q

» RSA SecurlD » Zoho OneAuth TOTP

* Duo Security * Push notifications

» Azure AD Multi-Factor Authentication * QR code-based authentication (@\}
+ RADIUS » SAML authentication

+ Google Authenticator + Smart card authentication Rii\

+ Microsoft Authenticator + Security questions and answers

» SMS-based verification code » AD-based security questions

» Email-based verification code
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1. Fingerprint/Face ID Authentication 1. Email Verification 9. Push Notification Authentication

2. SMS Verification 10. QR Code Based Authentication

3. Google Authenticator 11. TOTP Authentication

g Ol ga 4. Microsoft Authenticator 12. YubiKey Authenticator
== 5. Azure AD MFA 13. SAML Authentication
1. Security Question & Answer 6. Duo Security 14. Zoho OneAuth TOTP
2. AD Security Questions 7. RSA SecurlD 15. Smart Card Authentication

8. RADIUS Authentication 16. Custom TOTP Authenticator
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» ADSelfService Plus= Windows, macOS, Linux
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1. Fingerprint/Face ID Authentication 1. Email Verification 9. Push Notification Authentication
2. SMS Verification 10. QR Code Based Authentication
3. Google Authenticator 11. TOTP Authentication
xlo| ot 4. Microsoft Authenticator 12. YubiKey Authenticator
5. Azure AD MFA 13. SAML Authentication
1. Security Question & Answer 6. Duo Security 14. Zoho OneAuth TOTP
2. AD Security Questions 7. RSA SecurlD 15. Smart Card Authentication

8. RADIUS Authentication 16. Custom TOTP Authenticator




ADSelfService PlusOf| A
MFA 7t & S5t= 24

——

. () -
VP N |Og I n E 1O-| E M FA A AD Authentication
Primary Authentication

A
+ ADSelfService PlusE M3 MFAZE %[5 AtEX} T——
— o — ‘
VPN 0—|'||A‘| ﬁ% HS % O ° — RADIUS Request 1O — NS
e B > [0 — | > s o — Extension
— o — N e e N S S
» Fortinet, Cisco AnyConnect, Palo Alto Networks T ETGTT Ve L Lo P
Gateway . NPsServer ' i C’\j’e’?‘z;:(e
S R o
S ©= RADIUS 7|2 VPN Nl& K| 7F SEEE o TS i

o ADSelfService Plus MFA
X| _L‘I EI:II L‘| I:I- Secondary Authentication




ADSelfService PlusOi| Al
MFA 7t & S5t= 24

henticati: .
Ay B, OWA loging I+ MFA

Jpresseen (2 . ADSelfService Plus= M2 MFAR RE %|5
: v OWA/Exchange CAS server ]

= o = saseams

(«) o — Connector | - OWA 21012 9/t MFAZ X 35t24
: © — A :
OWA/EAC login i Q } Exchange AH{ 0 ADSelfService Plus OWA
L D p
! FHHEZ AX|SHOF 2Lt

Secondary authentication
ADSelfService Plus MFA




ADSelfService PlusOi| Al
MFA 7t & S5t= 24

7| o Z2|H 0| M loging {2t MFA

» ADSelfService Plus= & SSO X[ Of=2[H0|M 2215 ot MFAE X5 2fL|Ct.

 1dP AJZf BLSP A[Z SSO Y M A BAHLIFO| X[ ™S, & 7tX| 25 |4 MFA @IS A2

. H|UES gl 7|9 U UMATL EB X UEID, Z2AB MFA WO UM

IdP -initiated 21012 A2

——
G Suite servicenow
(oo I

Maraget
ADSelfService Plus @ sk
zendes
o o -
grec 23 Dropbox

User @
12 o] v slack

First Factor of Second Factor of
Authentication Authentication

Access to cloud applications

SP-initiated 210212| A2

A

User

Cloud application URL

:
*G
13 e

ManageEnging”
ADSelfService Plus
......

First Factor of
Authentication

Second Factor of
Authentication

GSuite  servicenow

@ zendesk

Pbme $:3 Drophox
Blm. ¥ slack
Access to S
cloud applications -
PSS
S
I
e



ADSelfService PlusOi| Al
MFA 7t & S5t= 24

User privilege check

Something you know

1. Security questions and

H

answers

2. AD-based secret questions

Something you have

7

Policy settings Enroliment status check

l 1. YubiKey device
- R 2. Email verification
Password reset notification
O\ 3. SMS verification
—_—
w 4. Google Authenticator

M ® A

Email SMS

L L

Active Directory server

5. Time-based one-time passcodes

Push notification User authentication

6. Push notification authentication
7. QR code-based authentication
8. Microsoft Authenticator

9. Duo Security

10. RSA SecurlD

11. RADIUS authentication

&

Password reset/account unlock

Something you are
ADSelfService Plus server

1. Fingerprint authentication
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UACE [Tt MFA

User Account Control

Do you want to allow this app to make

o . . . an
+ ADSelfService Plus= 2= Windows UAC X4 changes to your device?
%%I E%E O“ MFA% X-”_g_'('jl,m E% EOI_} - Windows Command Processor
- e _._ Verified publisher: Microsoft Windows
N PNEN- S
low more details
To continue, enter an admin user name and password.
+ UACE MFAE Windows 7 0| & Windows fisermas |
Password
Server 2008 O 404 X LI 2 |

More choices
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https://www.manageengine.com/products/self-service-password/simulation/adselfservice-plus-endpoint-mfa-demo.html
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ADSelfService Plus vs.

What is Okta?

Okta is an identity management service.
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Supported authentication factors

Adaptive authentication

MFA for cloud application
login via SSO

Machine login MFA

K| L|= authentication factors 5=

QK| CIHIO| A, HER R HHEAE £
21 H=0f 2, X| Y ElE authentication
factors
SSOE Edf 21018l 50t 2212

O =2l O] 0f CHEE MFA X| &

Windows, macOS, Linux 2 1910j| Z=7} ¢l

ol

AES =7t

19

v

(Context-based authentication)

v

13

v

(Risk-based authentication)

v



ADSelfService Plus vs. Okta
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ADSelfService Plus

Passwordless login

Offline MFA

MFA for UAC

MFA for Microsoft Exchange web

applications

VPN MFA
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RDP MFA

Machine-based MFA
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ADSelfService Plus vs. Duo Security H| 1

What is Duo Security?

Duo Security is an access security platform that provides two-factor authentication.
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ADSelfService Plus

Duo Security*

Supported authentication factors

Adaptive authentication

MFA for cloud application
login via SSO

Machine login MFA

K| @l &| = authentication factors 3=

QIX|, ClHIO|A, HEQA HHAE L=
2™ =0 }Z, X| 2l £| = authentication
factors
SSOE & E10I5t= a2t FERE

O Z2|AH O] 0l TSt mFA X| &

Windows, macOS, Linux 2 1210f 7} 215

ABE %7}

19

v

(Context-based authentication)

v

v

(Risk-based authentication)

v



ADSelfService Plus vs. Duo Security
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Duo Security*

Passwordless login

Offline MFA

MFA for UAC

MFA for Microsoft Exchange web

applications

VPN MFA
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ADSelfService Plus vs. JumpCloud H| 1t

What is JumpCloud?

JumpCloud is a cloud-based Directory-as-a-Service platform used for secure identity management.

ADSelfService Plus

JumpCloud*

Supported authentication factors

Adaptive authentication

MFA for cloud application
login via SSO

Machine login MFA
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ADSelfService Plus vs. JumpCloud

Description

ADSelfService Plus

JumpCloud*

Passwordless login

Offline MFA

MFA for UAC

MFA for Microsoft Exchange web
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ADSelfService Plus vs. JumpCloud

Description ADSelfService Plus JumpCloud*
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