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ManageEngine Welcome, admin

Ll
ADSelfService!"” sianout, umsTo

Dashboard Reports
Self-Service ¥
§8 Policy Configuration

Security Que B Ans

SMS Verification Code
[z Password Expiry Notification
€4, Employs= Search
% Password Synchronizer
4%, Mail Group Subscription
Administrative Tools &
Security Center E

‘& Nesd New Features 7

Admin

Support

Crganization Chart | License | Help | Talk Back

Comain Settings

Scheduler Name

Description

Select Domain

Select Notification Type

Notify vis

Notification Freguency

Soon-To-Expire Password/Account Notification

| &) Sat up = notification schaduls to sand smails to users vhose password or sccount vill sxpirs sesn.

[Soen-ta-expire Password Natification Schedy

Schedules password sxpiry notification

mails to be sent to users.

P

ZOHOCORP

[l apzso

All OU mare [Add OUs / Groups]

All OU more [Add OUs / Groups]

[ Password Expiry Notification

=1

[ sms, mail

~]

| on Specific Days

=1

Notify the user when itis | 7 | days to password/account expiry.

=

Notify the user when itis | 3 | days to passwerd/account expiry.

Notify the user when it is

Subject :

Mzil Content :

1 | days to password/sccount expiry.

|Pessword/Account Expiry Notification

Dear %userName%,

[ »

Despite all the reminders, you have still not
changed your password, which will expire an

%dateTime%. If you do not change it now, you
might find yourself locked out of your computer! |

Macros

Schedule Time *

Available Notifications

Actions

2 7 R T

Schaduler Name

Soon-to-expire Pz

Description

i

Domain Name(s)

Schedules passwerd expiry

8% Advanced

Admin Email Address
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Office 365, Azure AD, G Suite, Salesforce,
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By Password Policy Enforcer

Select the Policy : | testl

#| Enforce Custom Password Policy

# Minimum password length -

Maximum password length

#| Number of special characters to include
#| Must contain both upper and lowercase letters.

#| Number of numeric characters to include

Password must begin with a letter.

Must contain at least one unicode character.

#| Disallow palindreme passwords.

HS A 2R Al £

Ensure end users choose strong passwords by enforcing custom strong password policies.

Disallow use of a character more than 2 times consecutively.
Disallow use of 5 consecutive characters from username.
Disallow use of 5 consecutive characters from old password. *

Disallow the use of dictionary words. Choose Dictionary '~

Disallow the use of these patterns. Modify Patterns

Number of old passwords to be restricted during password reset | 5 v

Override all complexity rules if password length is at \easta

| password must satisfy at least of the above complexity requirements. *

| Enforce this policy in GINA/CP (Ctrl+Alt+Del) screen and ADUC Password resets through Password Sync Agent. Learn more

¥! Show this policy requirement in Reset and Change Password pages. Customize View
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First Factor of Authentication using Second Factor of Authentication in ADSelfService Plus Access to Windows machine
Windows Login Credentials 1. SMS or email verification codes
2. DUO Securit y

3. RSA SecurlD
4. RADIUS Server

sms/O|H & 7|2t oTPE AFESHY Windows | 21 AFE X} Q1S
EH U Y HAIE EO2 EF0 CHSH TFA AFE

ManageEngin@



MI AH|A 2 T

Q Configure Mail Group Subscription
k@ Allow users to self-service their mail group subsecriptions.

Mail Group Subscription List &= Add New
Actions Name Description Groups Domain Name

0 & x Subscription1 Allow users to self-service their mail... Account Operators, Cert Publishers, .. ADMANAGERFPLUS

0 & * Subscription2 security Backup Operators, Administrators, ...  ADMAMAGERPLUS
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Approval workflow
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Profile update Group subscriptions Reset password
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Notify user Technician Active Directory
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ADSelfService Plus

£9 Password Reset

\J Account Unlock

Server Settings >

If not enrolled,tap here Enroll
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ADSelfService Plus

2 Password Reset

-1 Account Unlock

Server Settings >

Enrall
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Dashboard Configuration Admin Support

Lol

Domain Settings

= |User Reports HWAudlt Reports igijnmllment Reports

@ # Reports

i | Get a complete insight of the user objects in the domain(s).

User Reports
» Locked Out Users Report

= Soon-To-Expire Password Users Report

= Password Expired Users Report

Enrollment Reports

= Enrolled Users Report
* Non-Enrolled Users Report
# Licensed Users Report
» Security Questions Report

= Push Registered Devices Report

H| LS Bt & 71 ALRALS
2 AMRAH I BE|XF A 0f T3t
DM HAIS ALRAL K|S, B
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Audit Reports

# Reset Password Audit Report

» Unlock Account Audit Report

= Self-Update Audit Report

# Change Password Audit Report

# Notification Delivery Report

» Identity Verification Failures

» User Attempts Audit Report

&) Schedule Reports
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